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Cryptngraphy and Information Security
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Nore: 1) Attemptany five questions:
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ii) All questions carry equal marks.
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iii) In case of any doubt or dispute the English version
question should be treated as final.
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How do you convert a block cipher into a stream cipher
by using the Cipher Feedback (CFB) mode? Explain.
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Explain the concept of Cryptanalysm and Brute force
attack.

el
Explain the steps for thc Key Generatmn of DES

algorithms.
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Give the structure of AES. Explain how Encryption/

- Decryption is done in AES.

AES &I §%a1 <1 9a/ 6 AES § tfereH /R &
PO ST 87

State Chinese Remainder theorem and find X for the given
set of congruent equations using CRT.
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X=1(mod 5)

X=2(mod 7)

X=3(mod 9)

X=4(mod 11)
Explain in short different method of distribution of public
key management.
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User A and B exchange the key using Diﬁie—Hallman
algorithm. Assume 4=5;q=11,X,=2 and Xg=3.Find
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What is MD5? Explain MDS5 with neat and clean diagram.
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E:q:lam the Secure Hash Algorithm (SHA) with their Merit
and Demerit.
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Why does PGP compress the message? What are the

reasons for compressing the signature but before
encryption?
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Explain the sequence of steps used in Secure Socket
Layer handshake Protocol for establishing a new session.
Draw a diagram which shows the action of Handshake

Protocol. htips://www.rgpvonline.com
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What is a Honeypot? Explain types of honeypot.
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Explain iﬁ short differcnt types of DoS Attack

Understanding Tools.
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Explain in short different types of Trojans detection tools.
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8. Write short notes on following(Any two):
a) ‘Firewall and its types.
b) Digital Signature Standard (DSS)
¢) Triple DES

d) Schnorr Identification Scheme with the discrete logarithm
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