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Cryptography and Information Security

Time : Three Hours
Maxirmum Marks : 70

Note: i) Attemptany five questions.
=21 uTg ueHl of & HIfvg!
ii) All questions carry equal marks.
Tt we & qHE IS Bl
iii) In case of any doubt or dispute the English version
questicn should be treated as final.
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1. a) Describe Fermat's little theorem with an example. 7

wie ¥ B WG &1 IRV dieg aui a1
b) Define Cryptanalysis. Explain the concept of cryptanalysis

on substitution cipher. 7
frerfafaa o aRwiftg &) gfoemga ey ®
ferceuferT it IITUROT RN

2. a) Ilustrate DES algunﬂunmllmeatd;agram.ExplamS—box
importance in DES.

g1 fag & WY DES tRem o1 o vl DEsﬂ
Tg-died &1 Hged 9a1391
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b) How toestablish a shared secret between two parties using
Diffie-Hellmann key exchange algorithm? Explain. 7

R -2t ot AT TR & Iuai e ) gall
i T TTEn B R w2l 7 e @)

3. a) Explain RSA algonthm'? Give an exampIe of encryption

and decryption using RSA? 7
RSA TeRYT TH#EY RSA BT I9G0 Fp P 3R
f3farer @1 v ITERr )

b) Describe the Schnorr Identification Scheme in detail. 7
Schnorr 9gE AYFT @1 AR ¥ o |

4. a) What are the types of attacks addressed by message
authentication? What are the two levels of functionality
the comprise a message authentication or digital signature
mechanism? 7
Heer Hamvflevor gRT fFd WebR & g9all &1 amer foe
STreT 8 7 ey yamofiawor ar f2fes gemer o F Srjerd
FYRRPAAE?

b) Describe the Digital Signature Standard (DSS) in detail.

) 7

fforear geareR a9 (DSS) &1 AR | avi= o

5. a) What is Firewall? Explain different types of firewalls in

detail. 7
HRRGIA F9T &7 A UoR ¥ wraRald $an ¥ xR |
CLIEA)
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b) Write about the usage of Session keys, Public and Private
keys in PGP.
PGP ¥ |5 Hiom, wﬁqﬁmaﬁ?ﬁﬁﬁgﬁm&imé‘a
TR i ford
6. a) Analyze the Cryptographic algorithms used in S-MIME.
Explain S-MIME certification processing. 7
S-MIME # e fpeimithes geiiver @ fageiso o)
S-MIME YHIUF ST & a1 J qa1sel
b) Discuss about Encapsulating Security Payload. 7
TRET UATS D) TIhCHAE e & aR § 9= DR
7. a) Explain different types of DoS attack understanding
tools. https:/f'www.rgpvonline.com 7
fafts W & DoS v FHE dlcl SIDRUI ) RAT
|
b) What is Steganography? Explain different types of
Steganography. 7
wmTh 7T § 7 weEmh & Rt ger Targ|
8. Write short notes on any Two: ' 14
i) Block Cipher

ii) Hash Function

iii} Transport Layer Security
iv) Foot Printing Tools

f=dl 1 = wfdm feoqoft foRa)
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ii) Y HEeT
iii) aRaE 9=a gran
iv) e fifdr Saevor
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