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Information Security
-Time : Three Hours

_ Maximum Marks : 70
Note: 1) Attempt any five questions.

el 9 weAt &1 g1 Hifaq)
ii) All questions carry equal marks.
Tft weAt b 99 3P B

iii)In case of any doubt or dispute the English version
question should be treated as final.

fordt +ft wepR & Teg 3ruar Rae 6 Ry J s T
¥ U9 1 A {1 R

1. a) Explain fabrication, interception, Non-Repudiation and
Integrity in terms of security.

HRe & e H FEior, seivF, R-srdter ik ardsan
&I e ) ,

b) Encrypt the following message using Caesar cipher with
key = 1. Plaintext is “Laughter is the best medicine™.

Foft = 1 & |rer AR R = Ioa@m w=xd e S o
=P Fi | HeTe “Lau ghter is the best medicine”

2. a) Consider a plain text alphabet G. Using RSA dlgorithm
andthevaluease=3,d=11and n =-15, find out what this

plain text alphabet encrypt to, and verify that upon
decryption it transform back to G.
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U e 918 JUiETel G WX AR %1 RSA ganfRem 3k

e=3,d=113R n=15 & w7 g9 BT I9GN T, T8

U ST b U8 reae quiHTel T UiRpe e &, 3R

Teaifia o fop ffireem = g8 am9 G o 9ge 9T gl
b) Tofind

CRIRSUIET

i) 75 mod 119

ii) 89 mod 119

iii) Primitive root of 11

iv) Primitive root of 5

3. a) Explainindetail the key generation in AES algorithm and
its expansion format.

AES tenftem ¥ ug@ fidt 3k 9ud R 9rea @)
fawsR | SRy

b) Give the five modes of operation of Block cipher. Explain
any two.

1p FOER & GaTe= o g adid | gl g1 B TIH=I

4. Evaluate using Diffie-Hellman key exchange technique. Users
A and B use a common prime g = 11 and a primitive root
alpha=7.

i) Ifuser Ahas private key XA = 3. What is A’s public key
o .
ii) EISEI B has private key XB = 6. What is B’s public key
YB?
-t i aRe A id & ST Heh Gedih Dl
IumNTEat A 3 B U @I WIgH ¢ = 11 3R @ anfeq we
alpha = 7 T UM F=A B
i) af SuaiTas A &9 RSl it XA =3 8l A Adefe
ot YATAT 87
ii) afE Suamal B & 9 st 3t XB =6 §1 B &6 wEor-e
oot YBIGT 7
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5. a)
b}
6. a)
b)
7. .a)
b)
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Formulate what are the requirements of Kerberos? Explain
about Kerberos version.

&R B fF PaRST (Kerberos) &1 A@egdag & %?'
PRI gof & IR § Farsyl

How does PGP provide confidentiality and authentication
service for e-mail and file storage applications? Draw the
block diagram and explain its components.

PGP £-371 3R Frger HHgor sruan & forg Mofrgar 3R
weoftesRer A1 Y TS FRaT 2 ? Al SIEuT g913¢ iR
9% Uoh! B AHHAET

Estimate what is the role of intrusion detection system.
What are the three benefits that can be provided by the
intrusion detection system?

A MY 6 gHds 1 9ot T ated! Horredt 1 Fan
Yfiyenr & 7 GHUS o1 9T ST aTef! HorTet gRT e fh A
T A T AT R E?

Illustrate the three common types of firewalls with
diagrams.
¥ I IER & HRREA B WEE] B GEEar A
HHARYI

What are Viruses? Explain the virus related threats and
the counter measures applied.

AR &1 gl & 7 AR ¥ Wt weri aiR arp fag g
PrIex T 6 AT T

What is secure electronic transaction and how it can be
achieved? '

SR sAaiPrn e T € ol SR Y W e o
HEHAT 87
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8. 'Write a short notes (any three)
e fewfor ford (g o)

a) DOS and DDOS attack

b) Hash function
¢) Secure Socket Layer

d) Steganography
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